Security Information Management
Secure Data and Application Assets, Ensure Cost-effective Compliance 
Hardened data management and access control in an audit-ready repository

BUSINESS CHALLENGE
Securing an increasingly complex and interconnected enterprise from internal and external threats is no longer the primary security challenge in today’s business environment– rather, organizations are laser-focused on ensuring effective, efficient compliance with a myriad of regulatory and market-driven privacy and auditing requirements. Increasingly rigorous regulatory imperatives are demanding that businesses implement more stringent internal controls over sensitive data, and regularly report on those controls to internal and external regulatory bodies. Sarbanes Oxley, Payment Card Industry Data Security Standard, Healthcare Insurance Portability and Accountability Act and Basel II are but a few examples of the regulations that call for strict control over sensitive data, and proof that such controls are in place and effective. 
Because access control and data security has been traditionally implemented at the application level, achieving data security and compliance has been complex and expensive. For effective compliance, companies must implement stronger controls at the data source itself to ensure and validate that sensitive information is really secure. And once data leaves the database – whether on media or across the network - companies must ensure that data is encrypted for maximum protection. A robust identity management system must be integrated into access control policies and administration. Lastly, proactive and on-demand auditing must be available across the enterprise.
SOLUTION OVERVIEW

TUSC’s Security Information Management solution addresses this comprehensive set of requirements via a single, secure data repository, a set of prebuilt audit report templates and automated reporting tools, and an administrative console for centrally managing enterprisewide security and compliance. The solution enables
	· Cross-enterprise support and visibility 
· Documentation of critical business policies, processes, controls, risks and issues
· Creation of test plans and automatic initiation of testing, review and approval processes
· Capture/storage of test evidence
· Real-time monitoring/enforcement of segregation of duties controls
· Complete audit trails with super-user and temporary user access
· Quarterly/annual and snapshot compliance attestations


	


Database-level security – the core of the Security Information Management solution is database-level security. At this level, customers can choose to implement a variety of system capabilities: privileged user and multi-factor access control, transparent data encryption, data masking, monitoring and other capabilities that enable data privacy and improve regulatory compliance dramatically.
Identity and access management – TUSC leverages Oracle’s Identity Management Suite to enable end-to-end lifecycle management of user identities across all your enterprise resources – both within and beyond the firewall. 
BUSINESS BENEFITS
Mitigate risk – Ensure efficient and repeatable compliance and manage key risk areas to avoid fines, legal penalties, increased costs, and negative brand impact.

Reduce costs – Enable robust access control and proactive auditing using a centralized, secure repository to minimize compliance costs. Alerting and monitoring tools allow real-time insight into compliance status.

Increase IT efficiency – Reduce manual effort through tools that automate provisioning, de-provisioning, controls enforcement, audit reporting and security monitoring.
SOLUTION DETAILS

TUSC’s Security Information Management solution is an integrated, streamlined system designed to consolidate, automate, and manage the compliance management process. It leverages a variety of Oracle’s technology and application products in a comprehensive solution:
Oracle Governance, Risk and Compliance (GRC) Manager

The Oracle GRC Manager provides a centralized foundation for managing risk and compliance documentation, assessment, analysis, and certification. With Oracle’s GRC Manager, organizations can address multiple regulatory requirements with one system, baseline compliance activities against documented policies and best practice control frameworks, and replace labor-intensive and error-prone manual tasks with automated GRC process management and controls monitoring.

Oracle Database Security
Complementing your application-level security, Oracle Database Security options help you minimize costs associated with compliance and deployment of strong internal controls. Options include:

· Oracle Advanced Security – transparently protect all communication to and from the database, enabling both native network and SSL-based encryption.
· Oracle Label Security – implement row-level access control using data sensitivity labels.
· Oracle Database Vault – Protect access to sensitive application data and eliminate ad-hoc database changes 
· Oracle Audit Vault – Transparently collect and consolidate audit data from both Oracle and non-Oracle databases
· Oracle Enterprise Manager Data Masking Pack – mask sensitive information such as credit cards and social-security numbers for development, testing or sharing with business partners.
Oracle Identity and Access Management 

Oracle Identity Management Suite is an integrated suite enabling:
· Access Management – implement strong authentication and risk-based authorization for critical applications, and enforce minimal access rights based on roles, attributes and requests. 
· Identity Administration and Provisioning – Oracle Role Manager and Oracle Identity Manager automate the entire lifecycle of identity data, policies and processes, managing user/role provisioning and audit reporting 
· Directory Services – Oracle Internet Directory and Virtual Directory centralize user account management by aligning identities and roles with access privileges 
ABOUT Rolta TUSC 
An Oracle Certified Advantage partner, Rolta TUSC provides expert technical solutions in the areas of Oracle Applications, Enterprise Performance Management, Business Intelligence / Data Warehousing, Open Systems Development (includes Fusion Middleware), Oracle DBA, Database, and Infrastructure Services, Remote DBA and E-Business Suite Support, Managed Hosting, Oracle Software Licensing, and Oracle Training & Mentoring.
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